LONG BEACH PUBLIC SCHOOLS
Long Beach, NY

October 8, 2024

Ladies and Gentlemen:

The Long Beach Board of Education is the authorized State agency responsible for
setting educational policy in the district. It consists of five trustees, each serving a three-year
term. Board members pay school taxes at the regular rate and receive no salary or other
financial compensation.

All meetings, except executive sessions, are held before the public. Members of the
public may address the Board of Education on any specific agenda item during special time
reserved for that purpose prior to Board discussion and action. The public may also address the
Board of Education on any matter of concern at a second public session after the Board of
Education completes agenda action items. Visitors should not address the Board in public
relative to questions or comments regarding specific staff members or specific students. Such
concerns should be brought to the attention of appropriate staff or to Board members by
telephone, in writing, or by scheduling a personal meeting, as appropriate to the
circumstances.

Visitors” comments will be limited to three (3) minutes for each agenda item upon
which comment is made. Visitors are precluded from speaking on any agenda item more
than once during each meeting.

Sincerely,

Your Board of Education



BOARD OF EDUCATION

LONG BEACH PUBLIC SCHOOLS
Lido Elementary School Multipurpose Room
Tuesday, October 8, 2024

AGENDA

REGULAR MEETING 7:00 PM

VI.

VII.

VIII.

XI.

Xil.

Pledge of Allegiance/Call to Order/Opening Remarks — Board President
Report of the Superintendent of Schools

e Presentation: K-12 Math
e Student Showcase: Elementary Math

Board of Education Comments

Student Organization Announcements

Questions and Comments from the Public on Tonight’s Agenda Only
Treasurer’s Report for August 2024

Approval of Minutes for Executive Session of September 10, 2024 and Executive Session
and Regular Meeting of September 24, 2024

Presentations of the Superintendent:

Personnel Matters: Certificated

Personnel Matters: Non-Certificated

Determination of Superintendent Suspension Appeal

Approval to Participate in Piggyback Agreement — Town of Babylon
Acceptance of Donation for Robotics Club

Adoption of Revised Policies

Acceptance of Recommendations of CPSE/CSE

Payment of Legal Bills: Legal Services

Approval of Use of Schools Applications

©CoOoNoOA~WNE

Board of Education — Additional New/Old Business if any

Questions and Comments from the Public

Announcements:

1. Long Beach Classroom Teachers’ Association

2. Administrative, Supervisory and PPS Group

3. LBSEA -Long Beach Schools Employees’ Association — Group C
4. Parent/Teacher Association

Adjournment
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RESOLUTIONS

BE IT RESOLVED THAT, upon the recommendation of the Superintendent of Schoaols,
the Board of Education approves the following personnel actions.

CY

(b)

CERTIFICATED PERSONNEL

Rescission

Name
Tiahna Guerrero

Leave of Absence

Name:
Assign./Loc.
Effective Dates:

Reason:

Name:
Assign./Loc.
Effective Dates:
Reason:

Name:
Assign./Loc.
Effective Dates:

Reason:
Name:
Assign./Loc.

Effective Dates:

Reason:

Position
Full Time Teaching Assistant

Dayna Giriffin

Special Education Teacher/Long Beach Middle School
November 22, 2024 - April 22, 2025, on or about at the
district’s discretion

Maternity/FMLA

Kristine Farrell

Ais Reading Teacher/Long Beach High School
September 19, 2024 - June 30, 2025, Intermittent
Family lliness

Jennifer McWilliams

Math Teacher/Long Beach Middle School

October 7, 2024 — October 22, 2024, on or about at the
district’s discretion

Medical

Alison Vaaler
Speech/Hearing Teacher/Long Beach Middle School

October 16, 2024 — December 2, 2024, on or about at the

district’s discretion
Medical/FMLA
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I CERTIFICATED PERSONNEL

(©) Appointment Part Time Pre K Teacher Assistant-Afternoon Shift 25 hours per week October
2, 2024-through June 27, 2025 (or earlier at the district’s discretion). Rate according to

contract
Name Step | Rate Location | Reason | Shift
Emma Colberg 11 $ 19.09 |lido Pre K pm

(d) Appointment: Mentors 2024-2025 School Year in accordance with Ed Law 5033A -
Stipend $1,200 each

Erin Cain Tova Markowitz
Chelsea DiRocco Nicole McGahan
Brianna Feminella Jasmine Salazar
Danielle Goggin Nicole Scorcia
Sara Hagen Jeannine Simpson
Carina Hauser Marisa Tyd
Danielle Lopez

(e) Approval of Applications for Participation in Group A Study Programs-Fall 2024-The
following staff members have applied for funding for coursework as indicated under the
appropriate provision of their contract. Recommend approval of the tuition/fees.

Name Allocation Name Allocation
Martina Beloyianis Swan $992 Daniel Bailey $510
Richard Pellegrini $580 Travis Van Nostrand $1295
Ann Wiemann $580 Laurence Lopez $285

Dina Callahan $580 William Papetti $1264
Brian Pross $580

® Approval of Applications for Participation in Group B Study Programs-Fall 2024-The
following staff members have applied for funding for coursework as indicated under the
appropriate provision of their contract. Recommend approval of the tuition/fees.

Name Allocation
Shelly Cepeda $355
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NON-CERTIFICATED PERSONNEL

Resignation

Name:
Assign./Loc.
Effective Date:

Name:
Assign./Loc.
Effective Date:

Recission

Name
Caitlin Casey

John Toups
Supervisor of Transportation/Transportation
October 25, 2024 Close of day

Michael Breglia
Part Time Teacher Aide/Lido School
September 30, 2024 Close of day

Position
Per Diem Substitute Nurse

Appointment Provisional Data Specialist — 10 Month

Name:
Assign./Loc.:
Effective Date:

Salary Classification:

Step:
Reason:
Comment:

Kim Cavalier-Ryan

Provisional Data Specialist (10 Month)/West School
October 9, 2024 — June 30, 2025 (or earlier at the district’s
discretion)

$33,979 per annum, prorated

Grade ll/Step 5

To Fill a vacancy

Takes a leave from teaching assistant position

Appointment Part Time School Nurse

Name:
Assign./Loc.:
Effective Date:

Salary Classification:

Reason:

Pamela Kavanaugh-Smith

Part Time (.64) School Nurse - West/Lindell Schools
October 9, 2024 - June 30, 2025 (or earlier at the district’s
discretion)

(.64 of Step 1) $32,885 per annum, prorated

To Fill a vacancy

Appointment Part Time Teacher Aides 17.5 hours per week for School Year 2024-2025 (or
earlier at the district’s discretion). Rate according to contract-subject to negotiations

Name Step Rate Location | Comment | Start Date
Laura Scheurer 1 $17.84 | Lido CSE 10/9/24
Alicia Ciullo 1 $17.84 | East CSE 10/9/24
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Promulgation of Eligibility List as per Civil Service Desk Audit, Effective September 19, 2024
Probation End date September 18, 2025

New New New
Clerical Name Building/Department Grade Step Salary
Papetti, Linda Lido Elementary Vv 18 $69,762.00
Tutino, Lisa Buildings & Grounds \Y 26 $81,168.00
Manning, Charlene  [PPS \% 28 $81,168.00
McNally, Kathleen LBHS \Y 24 $79,535.00
Lopez, Raquel LBMS Vv 11 $58,353.00
Centenni, Risa Finance and Operations Vv 7 $51,835.00
Radin-Forkin, Jeanne |Transportation \Y 8 $53,464.00
Pues, Patricia West School \% 32 $87,691.00
Donenfeld, Gail East School \% 19 $71,391.00

The following Per Diem Substitute is recommended for approval for the 2024-2025 school

year.
Name Position Comment
Jessica Schweers | Teacher Aide Resigns as Teacher Aide, 10/8/24, close of day
Sheila Noble Nurse

Completion of Probationary Appointments

The staff members listed below have completed their probationary appointments and
have received a satisfactory evaluation and are hereby recommended for permanent

appointment.

Name:
Assign./Loc.:
Effective Date:

Sandra Yanowitch

Secretary I/Technology

October 29, 2024
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DETERMINATION OF SUPERINTENDENT SUSPENSION APPEAL

BE IT RESOLVED, that the Board of Education of the Long Beach City School District hereby denies/sustains
the appeal of the suspension of a student identified in Confidential Attachment “A” dated October 2, 2024
and authorizes the Board President to notify the parent/guardian of its decision in writing.

APPROVAL TO PARTICIPATE IN PIGGYBACK AGREEMENT WITH THE TOWN OF BABYLON

WHEREAS, the Board of Education of the Long Beach City School District (“District”) is authorized to purchase
apparatus, materials, equipment and supplies, and contract for services related to the installation,
maintenance or repair of apparatus, materials, equipment or supplies, pursuant to General Municipal Law
Section 103(16); and

WHEREAS, the Town of Babylon, on April 24, 2024, awarded to The Landtek Group, Inc., a Requirements
Contract for the Installation, Maintenance, and Repair of Synthetic Turf Fields, Bid No. 24G36, which has been
extended by its terms to other governmental entities and political subdivisions in accordance with General
Municipal Law section 103(16), the term of which is for one (1) year and may be extended for two (2)
additional one (1) year periods at the discretion of the Commissioner of General Services and the
Commissioner of the Department of Public Works; and

WHEREAS, the District seeks to piggyback off of the Town of Babylon’s contract with The Landtek Group, Inc.,
for the installation, maintenance, and repair of synthetic turf fields.

NOW, THEREFORE, BE IT RESOLVED, the Board of Education hereby approves the use of the Contract for the
Installation, Maintenance, and Repair of Synthetic Turf Fields between The Landtek Group, Inc., and the Town
of Babylon for the amounts set forth in the Proposal for the purpose of the installation, maintenance, and
repair of synthetic turf fields.

ACCEPTANCE OF DONATION

BE IT RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of
Education accepts a donation of $500 from Karen Welby, parent of a Robotics Club member, for the
High School Robotics Club.

ADOPTION OF REVISED POLICIES #5682 CARDIAC AUTOMATED EXTERNAL DEFIBRILLATORS (AEDS)IN PUBLIC
SCHOOL FACILITIES, #5676 PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND PRINCIPAL
DATA, AND #3300 SCHOOL DISTRICT RECORDS

WHEREAS, it is the customary practice of the Board of Education to have three readings of a policy prior to
its adoption; and

WHEREAS, the Board wishes to adopt three policies recommended by the Policy Committee, to wit, #5682
Cardiac Automated External Defibrillators (AEDs)in Public School Facilities, #5676 Privacy and Security for
Student Data and Teacher and Principal Data, and #3300 School District Records, on an expedited basis so
that such policies will be effective immediately;

THEREFORE BE IT RESOLVED, that the Board of Education hereby waives the Board’s customary practice of
three readings prior to the adoption of policies, and adopts the following policies, incorporated by reference
in the minutes of this meeting, after discussion at one Board meeting:

1. #5682 Cardiac Automated External Defibrillators (AEDs)in Public School Facilities
2. #5676 Privacy and Security for Student Data and Teacher and Principal Data
3. #3300 School District Records
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7. ACCEPTANCE OF RECOMMENDATIONS FROM THE COMMITTEE ON PRE-SCHOOL SPECIAL EDUCATION AND
COMMITTEE ON SPECIAL EDUCATION

PAYMENT OF LEGAL BILLS: LEGAL SERVICES

A) VOLZ & VIGLIOTTA, PLLC

October 8, 2024

BE IT RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of Education
authorizes expenditures in the amount of $5,000.00 to Volz & Vigliotta for the monthly retainer for general
counsel legal services for the period of November 1, 2024 through November 30, 2024; and $3,583.33 for the
monthly retainer for labor counsel legal services for the period November 1, 2024 through November 31, 2024.

APPROVAL OF USE OF SCHOOLS APPLICATIONS

BE IT RESOLVED, that upon the recommendation of the Superintendent of Schools, the Board of
Education approves the use of schools as attached, not to conflict with District events. However, please
note that events may have to be modified and/or rescheduled based on building schedule.

APPLICATIONS FOR USE OF SCHOOLS

Organization

Purpose

Facility Requested

Dates Reqguested

Island Beach Girl Scout
Troop 2483

Girl School Meeting

Lido Elementary School
Cafeteria

Tuesday
December 3, 2024
6:00pm - 7:30pm

Island Beach Girl Scout
Troop 2462

Girl Scout Meeting

Lido Elementary School
Multipurpose Room A

Wednesday
December 11, 2024
5:00pm - 6:00pm

Circulo de la

Sound System Practice

Lindell Auditorium

Wednesday
December 4, 2024

Gymnasium

Hispanidad 5:00pm - 6:00pm
Wednesdays
. ) West Elementary School September 25 - December
CYO TriParish CYO Girls’ Basketball

20, 2024
6:30pm - 9:30pm

Long Island Swimming,
LTD

Long Island Aquatics
Club Practice

High School Pool

Thursday and Saturday
November 11- December
19, 2024

6:30pm - 9:00pm

Saturdays

November 9 - December
19, 2024

11:00am - 1:30pm
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City of Long Beach
Recreation

Long Beach Rec
Basketball

Middle School
Gymnasium

Saturdays
January 4 — April 26, 2025
12:30pm - 3:30pm

Circulo de la
Hispanidad

Sports Fridays

Middle School
Gymnasium

Fridays

October 11, 2024 - January
17, 2025

8:00pm - 9:00pm

City of Long Beach

Long Beach Rec

Lindell Gymnasium

Saturdays
December 7, 2024 - April

Recreation Basketball 26, 2025
9:00am - 4:00pm
Tuesdays
CYO TriParish CYO Boys and Girls Lindell Gymnasium October 8 - December 19,

Basketball

2024
6:30pm - 9:30pm

Long Beach Lacrosse
Club

Lacrosse Club
Practice

Lindell Lacrosse/Soccer
Field

Fridays

October 11 - November
22,2024

4:30pm - 6:00pm

CYO TriParish

CYO Boys and Girls
Basketball

East Elementary School
Gymnasium

Mondays

November 18, 2024 -
January 13, 2025
6:00pm - 9:30pm

City of Long Beach
Recreation

Long Beach Rec
Basketball

East Elementary School
Gymnasium

Mon., Tues., Thurs., Fri.
January 7 - May 2, 2025
6:30pm - 9:30pm

City of Long Beach
Recreation

Long Beach Rec
Basketball

Lido Elementary School
Gymnasium

Mon., Wed. Fri.

January 6 — February 28,
2025

6:30pm - :30pm

City of Long Beach
Recreation

Long Beach Rec
Basketball

West Elementary School
Gymnasium

Tuesdays and Thursdays
January 7 - May 1, 2025
6:30pm - 9:30pm
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Non-Instructional/Business Operations

SUBJECT: CARDIAC AUTOMATED EXTERNAL DEFIBRILLATORS (AEDs) IN
PUBLIC SCHOOL FACILITIES

The School District shall provide and maintain on-site in each instructional school facility
functional cardiac automated external defibrillator (AED) equipment as defined in Public Health
Law Section 3000-b for use during emergencies. Each such facility shall have sufficient automated
external defibrillator equipment available to ensure ready and appropriate access for use during
emergencies in quantities and types as deemed by the Commissioner of Education, in consultation
with the Commissioner of Health. Determination of the quantity and placement of AEDs must be
made with consideration of at least the factors enumerated in Commissioner's Regulations. An
instructional school facility means a building or other facility maintained by the School District
where instruction is provided to students pursuant to its curriculum. . In addition, the District will
position AEDs at the exterior of every building site within the District, ensuring they are accessible
without locks to allow for quick retrieval in emergencies. Clear signage will be posted at AED
locations to indicate their presence and provide instructions for use.

Whenever an instructional School District facility is used for a school-sponsored or school-
approved curricular or extracurricular event or activity and whenever a school-sponsored athletic
contest is held at any location, the public school officials and administrators responsible for such
school facility or athletic contest shall ensure that AED equipment is provided on-site and that
there is present during such event, activity or contest at least one staff person who is trained in
accordance with Public Health Law in the operation and use of an AED. School-sponsored or
school-approved curricular or extracurricular events or activities means events or activities of the
School District that are, respectively, associated with its instructional curriculum or otherwise
offered to its students. A school-sponsored athletic contest means an extraclass intramural athletic
activity of instruction, practice and competition for students in all grades consistent with
Commissioner's Regulations Section 135.4.

Youth sports programs with five or more teams participating in games, matches, tournaments,
leagues or similar activities and camps are required to establish an AED implementation plan which,
among other things, will demonstrate how such programs or camps will have reasonable access to
AEDs. Any youth sports programs who will rely upon accessibility to the District’s AED equipment
must file an AED implementation plan at the time they submit an application for use of school
facilities in accordance with Policy 3280.

Where a school-sponsored competitive athletic event is held at a site other than a School
District facility, School District officials shall assure that AED equipment is provided on-site by
the sponsoring or host district and that at least one staff person who is trained, in accordance with
Public Health Law, in the operation and use of the AED is present during such athletic event. A
school-sponsored competitive athletic event means an extraclass interscholastic athletic activity
of instruction, practice and competition for students in all grades consistent with Commissioner's
Regulations Section 135.4.

(Continued)
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Non-Instructional/Business Operations

SUBJECT: CARDIAC AUTOMATED EXTERNAL DEFIBRILLATORS (AEDs) IN
PUBLIC SCHOOL FACILITIES (Cont’d.)

School District facilities and District staff responsible for carrying out the duties enumerated
in Education Law Section 917 are deemed a "public access defibrillation provider” as defined
pursuant to Public Health Law Section 3000-b and subject to the Public Health Law requirements
and limitations.

Therefore, it is the policy of our School District to provide proper training requirements for
District AED users, to ensure the immediate calling of 911 and/or the community equivalent
ambulance dispatch entity whenever the AED is used, to ensure ready identification of the location
of the AED units as enumerated in the District's Public Access Defibrillation Collaborative
Agreement.

The District will provide for regular maintenance and checkout procedures of the AED
unit(s) which meet or exceed manufacturer's recommendations. Appropriate documentation will
be maintained in accordance with law and/or regulation. Further, the District will participate in
the required Quality Improvement Program as determined by the Regional Emergency Medical
Services Council.

A protocol has been developed for the provision, maintenance and use of District AED
equipment. This protocol is in accordance with state law and is available through the Office of
the Athletic Director.

Pursuant to Public Health Law Sections 3000-a and 3000-b, the School District (as a public
access defibrillation provider), or any employee or other agent of the School District who, in
accordance with the provisions of law, voluntarily and without expectation of monetary
compensation renders emergency medical or first aid treatment using an AED to a person who is
unconscious, ill or injured, shall not be liable for damages for injury or death unless caused by
gross negligence.

Education Law Section 917

Public Health Law Sections 3000-a and 3000-b
8 New York Code of Rules and Regulations
I(NYCRR) Section 136.4

Adoption: May 12, 2016

First Reading of Amended: June 13, 2023
Second Reading of Amended: July 5, 2023
Adoption of Amended: July 25, 2023
Adoption of Amended: October 8, 2024
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Non-Instructional/Business
Operations

SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND

PRINCIPAL DATA

The District is committed to maintaining the privacy and security of student data and teacher and
principal data and will follow all applicable laws and regulations for the handling and storage of this
data in the District and when disclosing or releasing it to others, including, but not limited to, third-party
contractors. The District adopts this policy to implement the requirements of Education Law Section
2-d and its implementing regulations, as well as to align the District's data privacy and security practices
with the National Institute for Standards and Technology Framework for Improving Critical
Infrastructure Cybersecurity (Version 1.1).

Definitions

As provided in Education Law Section 2-d and/or its implementing regulations, the following
terms, as used in this policy, will mean:

a)

b)

f)

9)

h)

"Breach” means the unauthorized acquisition, access, use, or disclosure of student data
and/or teacher or principal data by or to a person not authorized to acquire, access, use, or
receive the student data and/or teacher or principal data.

"Building principal™ means a building principal subject to annual performance evaluation
review under the provisions of Education Law Section 3012-c.

"Classroom teacher" means a teacher subject to annual performance evaluation review under
the provisions of Education Law Section 3012-c.

"Commercial or marketing purpose™ means the sale of student data; or its use or disclosure
for purposes of receiving remuneration, whether directly or indirectly; the use of student data
for advertising purposes, or to develop, improve, or market products or services to students.

"Contract or other written agreement™ means a binding agreement between an educational
agency and a third-party, which includes, but is not limited to, an agreement created in
electronic form and signed with an electronic or digital signature or a click-wrap agreement
that is used with software licenses, downloaded, and/or online applications and transactions
for educational technologies and other technologies in which a user must agree to terms and
conditions prior to using the product or service.

"Disclose” or "disclosure™ means to permit access to, or the release, transfer, or other
communication of personally identifiable information by any means, including oral, written,
or electronic, whether intended or unintended.

"Education records” means an education record as defined in the Family Educational Rights
and Privacy Act and its implementing regulations, 20 USC Section 1232g and 34 CFR Part
99, respectively.

"Educational agency” means a school district, board of cooperative educational services
(BOCES), school, or the New York State Education Department (NYSED).

"Eligible student” means a student who is eighteen years or older.

(Continued)
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND

)

K)

P)
Q)

Y

PRINCIPAL DATA (Cont'd.)

"Encryption” means methods of rendering personally identifiable information unusable,
unreadable, or indecipherable to unauthorized persons through the use of a technology or
methodology specified or permitted by the Secretary of the United States Department of
Health and Human Services in guidance issued under 42 USC Section 17932(h)(2).

"FERPA™" means the Family Educational Rights and Privacy Act and its implementing
regulations, 20 USC Section 1232g and 34 CFR Part 99, respectively.

"NIST Cybersecurity Framework" means the U.S. Department of Commerce National
Institute for Standards and Technology Framework for Improving Critical Infrastructure
Cybersecurity (Version 1.1). A copy of the NIST Cybersecurity Framework is available at
the Office of Counsel, State Education Department, State Education Building, Room 148, 89
Washington Avenue, Albany, New York 12234.

"Parent™" means a parent, legal guardian, or person in parental relation to a student.

"Personally identifiable information (PII)," as applied to student data, means personally
identifiable information as defined in 34 CFR Section 99.3 implementing the Family
Educational Rights and Privacy Act, 20 USC Section 1232g, and, as applied to teacher or
principal data, means personally identifying information as this term is defined in Education
Law Section 3012-c(10).

"Release" has the same meaning as disclosure or disclose.
"Student” means any person attending or seeking to enroll in an educational agency.

"Student data” means personally identifiable information from the student records of an
educational agency.

"Teacher or principal data" means personally identifiable information from the records of an
educational agency relating to the annual professional performance reviews of classroom
teachers or principals that is confidential and not subject to release under the provisions of
Education Law Sections 3012-c and 3012-d.

"Third-party contractor” means any person or entity, other than an educational agency, that
receives student data or teacher or principal data from an educational agency pursuant to a
contract or other written agreement for purposes of providing services to the educational
agency, including but not limited to data management or storage services, conducting studies
for or on behalf of the educational agency, or audit or evaluation of publicly funded
programs. This term will include an educational partnership organization that receives
student and/or teacher or principal data from a school district to carry out its responsibilities
pursuant to Education Law Section 211-e and is not an educational agency, and a not-for-
profit corporation or other nonprofit organization, other than an educational agency.

"Unauthorized disclosure™ or "unauthorized release” means any disclosure or release not

permitted by federal or state statute or regulation, any lawful contract or written agreement,

or that does not respond to a lawful order of a court or tribunal or other lawful order.
(Continued)
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

Data Collection Transparency and Restrictions

As part of its commitment to maintaining the privacy and security of student data and teacher and
principal data, the District will take steps to minimize its collection, processing, and transmission of PII.
Additionally, the District will:

a)  Not sell PIl nor use or disclose it for any marketing or commercial purpose or facilitate its
use or disclosure by any other party for any marketing or commercial purpose or permit
another party to do so.

b)  Ensure that it has provisions in its contracts with third-party contractors or in separate data
sharing and confidentiality agreements that require the confidentiality of shared student data
or teacher or principal data be maintained in accordance with law, regulation, and District

policy.

Except as required by law or in the case of educational enroliment data, the District will not report
to NYSED the following student data elements:

a) Juvenile delinquency records;

b)  Criminal records;

c) Medical and health records; and

d)  Student biometric information.

Nothing in Education Law Section 2-d or this policy should be construed as limiting the
administrative use of student data or teacher or principal data by a person acting exclusively in the
person's capacity as an employee of the District.

Chief Privacy Officer

The Commissioner of Education has appointed a Chief Privacy Officer who will report to the
Commissioner on matters affecting privacy and the security of student data and teacher and principal
data. Among other functions, the Chief Privacy Officer is authorized to provide assistance to educational
agencies within the state on minimum standards and best practices associated with privacy and the
security of student data and teacher and principal data.

The District will comply with its obligation to report breaches or unauthorized releases of student

data or teacher or principal data to the Chief Privacy Officer in accordance with Education Law Section
2-d, its implementing regulations, and this policy.

(Continued)
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

The Chief Privacy Officer has the power, among others, to:

a)  Access all records, reports, audits, reviews, documents, papers, recommendations, and other
materials maintained by the District that relate to student data or teacher or principal data,
which includes, but is not limited to, records related to any technology product or service
that will be utilized to store and/or process PII; and

b)  Based upon areview of these records, require the District to act to ensure that P11 is protected
in accordance with laws and regulations, including but not limited to requiring the District
to perform a privacy impact and security risk assessment.

Data Protection Officer

The District has designated a District employee to serve as the District's Data Protection Officer.
*The Data Protection Officer for the District is:

Keith Harvey

The Data Protection Officer is responsible for the implementation and oversight of this policy and
any related procedures including those required by Education Law Section 2-d and its implementing
regulations, as well as serving as the main point of contact for data privacy and security for the District.

The District will ensure that the Data Protection Officer has the appropriate knowledge, training,
and experience to administer these functions. The Data Protection Officer may perform these functions
in addition to other job responsibilities. Additionally, some aspects of this role may be outsourced to a
provider such as a BOCES, to the extent available.

District Data Privacy and Security Standards

The District will use the National Institute for Standards and Technology Framework for
Improving Critical Infrastructure Cybersecurity (Version 1.1) (Framework) as the standard for its data
privacy and security program. The Framework is a risk-based approach to managing cybersecurity risk
and is composed of three parts: the Framework Core, the Framework Implementation Tiers, and the
Framework Profiles. The Framework provides a common taxonomy and mechanism for organizations
to:

a)  Describe their current cybersecurity posture;

b)  Describe their target state for cybersecurity;

¢) Identify and prioritize opportunities for improvement within the context of a continuous and
repeatable process;

d)  Assess progress toward the target state; and

e) Communicate among internal and external stakeholders about cybersecurity risk.
(Continued)
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SUBJECT: PRIVACY AND SECURITY FOR STUDENT DATA AND TEACHER AND
PRINCIPAL DATA (Cont'd.)

The District will protect the privacy of Pl by:

a)  Ensuring that every use and disclosure of P11 by the District benefits students and the District
by considering, among other criteria, whether the use and/or disclosure will:

1.  Improve academic achievement;
2. Empower parents and students with information; and/or
3. Advance efficient and effective school operations.
b)  Not including PII in public reports or other public documents.
The District affords all protections under FERPA and the Individuals with Disabilities Education
Act and their implementing regulations to parents or eligible students, where applicable.
Third-Party Contractors

District Responsibilities

The District will ensure that whenever it enters into a contract or other written agreement with a
third-party contractor under which the third-party contractor will receive student data or teacher or
principal data from the District, the contract or written agreement will include provisions requiring that
confidentiality of shared student data or teacher or principal data be maintained in accordance with law,
regulation, and District policy.

In addition, the District will ensure that the contract or written agreement includes the third-party
contractor's data privacy and security plan that has been accepted by the District.

The third-party contractor's data privacy and security plan must, at a minimum:

a)  Outline how the third-party contractor will implement all state, federal, and local data privacy
and security contract requirements over the life of the contract, consistent with District

policy;

b)  Specify the administrative, operational, and technical safeguards and practices the third-party
contractor has in place to protect PII that it will receive under the contract;

c) Demonstrate that the third-party contractor complies with the requirements of 8 NYCRR
Section 121.3(c);

d)  Specify how officers or employees of the third-party contractor and its assignees who have

access to student data or teacher or principal data receive or will receive training on the laws
governing confidentiality of this data prior to receiving access;
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Specify if the third-party contractor will utilize subcontractors and how it will manage those
relationships and contracts to ensure PII is protected,

Specify how the third-party contractor will manage data privacy and security incidents that
implicate PIl including specifying any plans to identify breaches and unauthorized
disclosures, and to promptly notify the District;

Describe whether, how, and when data will be returned to the District, transitioned to a
successor contractor, at the District's option and direction, deleted or destroyed by the third-
party contractor when the contract is terminated or expires; and

Include a signed copy of the Parents' Bill of Rights for Data Privacy and Security.

Third-Party Contractor Responsibilities

Each third-party contractor, that enters into a contract or other written agreement with the District
under which the third-party contractor will receive student data or teacher or principal data from the
District, is required to:

a)

b)

c)

d)

f)

Adopt technologies, safeguards, and practices that align with the NIST Cybersecurity
Framework;

Comply with District policy and Education Law Section 2-d and its implementing
regulations;

Limit internal access to PII to only those employees or subcontractors that have legitimate
educational interests (i.e., they need access to provide the contracted services);

Not use the PII for any purpose not explicitly authorized in its contract;

Not disclose any PII to any other party without the prior written consent of the parent or
eligible student:

1. Except for authorized representatives of the third-party contractor such as a
subcontractor or assignee to the extent they are carrying out the contract and in
compliance with law, regulation, and its contract with the District; or

2. Unless required by law or court order and the third-party contractor provides a notice
of the disclosure to NYSED, the Board, or the institution that provided the information
no later than the time the information is disclosed, unless providing notice of the
disclosure is expressly prohibited by law or court order;

Maintain reasonable administrative, technical, and physical safeguards to protect the
security, confidentiality, and integrity of PII in its custody;

(Continued)
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Use encryption to protect PII in its custody while in motion or at rest; and
Not sell PIl nor use or disclose it for any marketing or commercial purpose or facilitate its

use or disclosure by any other party for any marketing or commercial purpose or permit
another party to do so.

Where a third-party contractor engages a subcontractor to perform its contractual obligations, the
data protection obligations imposed on the third-party contractor by law and contract apply to the
subcontractor.

Cooperative Educational Services through a BOCES

The District may not be required to enter into a separate contract or data sharing and confidentiality
agreement with a third-party contractor that will receive student data or teacher or principal data from
the District under all circumstances.

For example, the District may not need its own contract or agreement where:

a)

b)

It has entered into a cooperative educational service agreement (CoSer) with a BOCES that
includes use of a third-party contractor's product or service; and

That BOCES has entered into a contract or data sharing and confidentiality agreement with
the third-party contractor, pursuant to Education Law Section 2-d and its implementing
regulations, that is applicable to the District's use of the product or service under that CoSer.

To meet its obligations whenever student data or teacher or principal data from the District is
received by a third-party contractor pursuant to a CoSer, the District will consult with the BOCES to,
among other things:

a)

b)

d)

Ensure there is a contract or data sharing and confidentiality agreement pursuant to Education
Law Section 2-d and its implementing regulations in place that would specifically govern
the District's use of a third-party contractor's product or service under a particular CoSer;

Determine procedures for including supplemental information about any applicable contracts
or data sharing and confidentiality agreements that a BOCES has entered into with a third-
party contractor in its Parents' Bill of Rights for Data Privacy and Security;

Ensure appropriate notification is provided to affected parents, eligible students, teachers,
and/or principals about any breach or unauthorized release of Pl that a third-party contractor
has received from the District pursuant to a BOCES contract; and

Coordinate reporting to the Chief Privacy Officer to avoid duplication in the event the
District receives information directly from a third-party contractor about a breach or
unauthorized release of Pl that the third-party contractor received from the District pursuant
to a BOCES contract.
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Click-Wrap Agreements

Periodically, District staff may wish to use software, applications, or other technologies in which
the user must "click™ a button or box to agree to certain online terms of service prior to using the
software, application, or other technology. These are known as "click-wrap agreements” and are
considered legally binding "contracts or other written agreements” under Education Law Section 2-d
and its implementing regulations.

District staff are prohibited from using software, applications, or other technologies pursuant to a
click-wrap agreement in which the third-party contractor receives student data or teacher or principal
data from the District unless they have received prior approval from the District's Data Privacy Officer
or designee.

The District has developed and implemented procedures requiring prior review and approval for
staff use of any software, applications, or other technologies pursuant to click-wrap agreements.

Parents' Bill of Rights for Data Privacy and Security

The District will publish its Parents' Bill of Rights for Data Privacy and Security (Bill of Rights)
on its website. Additionally, the District will include the Bill of Rights with every contract or other
written agreement it enters into with a third-party contractor under which the third-party contractor will
receive student data or teacher or principal data from the District.

The District's Bill of Rights will state in clear and plain English terms that:
a) A student's PII cannot be sold or released for any commercial purposes;

b)  Parents have the right to inspect and review the complete contents of their child's education
record;

c) State and federal laws protect the confidentiality of PII, and safeguards associated with
industry standards and best practices, including but not limited to encryption, firewalls, and
password protection, must be in place when data is stored or transferred,;

d) A complete list of all student data elements collected by the state is available for public
review at the following website http://www.nysed.gov/student-data-privacy/student-data-
inventory or by writing to the Office of Information and Reporting Services, New York State
Education Department, Room 865 EBA, 89 Washington Avenue, Albany, New York 12234,
and

e) Parents have the right to have complaints about possible breaches of student data addressed.
Complaints should be directed in writing to Privacy Complaint, Chief Privacy Officer, New
York State Education Department, 89 Washington Avenue, Albany, New York 12234.
Complaints may also be submitted using the form available at the following website
http://www.nysed.gov/student-data-privacy/form/report-improper-disclosure.
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The Bill of Rights will also include supplemental information for each contract the District enters
into with a third-party contractor where the third-party contractor receives student data or teacher or
principal data from the District. The supplemental information must be developed by the District and
include the following information:

a)  The exclusive purposes for which the student data or teacher or principal data will be used
by the third-party contractor, as defined in the contract;

b) How the third-party contractor will ensure that the subcontractors, or other authorized
persons or entities to whom the third-party contractor will disclose the student data or teacher
or principal data, if any, will abide by all applicable data protection and security
requirements, including but not limited to those outlined in applicable laws and regulations
(e.g., FERPA; Education Law Section 2-d);

c) The duration of the contract, including the contract's expiration date, and a description of
what will happen to the student data or teacher or principal data upon expiration of the
contract or other written agreement (e.g., whether, when, and in what format it will be
returned to the District, and/or whether, when, and how the data will be destroyed);

d) If and how a parent, student, eligible student, teacher, or principal may challenge the
accuracy of the student data or teacher or principal data that is collected,;

e)  Where the student data or teacher or principal data will be stored, described in a manner as
to protect data security, and the security protections taken to ensure the data will be protected
and data privacy and security risks mitigated; and

f)  Address how the data will be protected using encryption while in motion and at rest.

The District will publish on its website the supplement to the Bill of Rights (i.e., the supplemental
information described above) for any contract or other written agreement it has entered into with a third-
party contractor that will receive PIl from the District. The Bill of Rights and supplemental information
may be redacted to the extent necessary to safeguard the privacy and/or security of the District's data
and/or technology infrastructure.

Right of Parents and Eligible Students to Inspect and Review Students' Education Records
Consistent with the obligations of the District under FERPA, parents and eligible students have
the right to inspect and review a student's education record by making a request directly to the District
in a manner prescribed by the District.
The District will ensure that only authorized individuals are able to inspect and review student

data. To that end, the District will take steps to verify the identity of parents or eligible students who
submit requests to inspect and review an education record and verify the individual's authority to do so.

(Continued)
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Requests by a parent or eligible student for access to a student's education records must be
directed to the District and not to a third-party contractor. The District may require that requests to
inspect and review education records be made in writing.

The District will notify parents annually of their right to request to inspect and review their child's
education record including any student data stored or maintained by the District through its annual
FERPA notice. A notice separate from the District's annual FERPA notice is not required.

The District will comply with a request for access to records within a reasonable period, but not
more than 45 calendar days after receipt of a request.

The District may provide the records to a parent or eligible student electronically, if the parent
consents. The District must transmit the P11 in a way that complies with laws and regulations. Safeguards
associated with industry standards and best practices, including but not limited to encryption and
password protection, must be in place when education records requested by a parent or eligible student
are electronically transmitted.

Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or Principal Data

The District will inform parents, through its Parents’ Bill of Rights for Data Privacy and Security,
that they have the right to submit complaints about possible breaches of student data to the Chief Privacy
Officer at NYSED. In addition, the District has established the following procedures for parents, eligible
students, teachers, principals, and other District staff to file complaints with the District about breaches
or unauthorized releases of student data and/or teacher or principal data:

a)  All complaints must be submitted to the District's Data Protection Officer in writing.

b)  Upon receipt of a complaint, the District will promptly acknowledge receipt of the complaint,
commence an investigation, and take the necessary precautions to protect PlI.

¢) Following the investigation of a submitted complaint, the District will provide the individual
who filed the complaint with its findings. This will be completed within a reasonable period
of time, but no more than 60 calendar days from the receipt of the complaint by the District.

d) If the District requires additional time, or where the response may compromise security or
impede a law enforcement investigation, the District will provide the individual who filed
the complaint with a written explanation that includes the approximate date when the District
anticipates that it will respond to the complaint.

These procedures will be disseminated to parents, eligible students, teachers, principals, and other
District staff.

The District will maintain a record of all complaints of breaches or unauthorized releases of student

data and their disposition in accordance with applicable data retention policies, including the Records
Retention and Disposition Schedule ED-1 (1988; rev. 2004).
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Reporting a Breach or Unauthorized Release

The District will report every discovery or report of a breach or unauthorized release of student
data or teacher or principal data within the District to the Chief Privacy Officer without unreasonable
delay, but no more than ten calendar days after the discovery.

Each third-party contractor that receives student data or teacher or principal data pursuant to a
contract or other written agreement entered into with the District will be required to promptly notify the
District of any breach of security resulting in an unauthorized release of the data by the third-party
contractor or its assignees in violation of applicable laws and regulations, the Parents' Bill of Rights for
Student Data Privacy and Security, District policy, and/or binding contractual obligations relating to
data privacy and security, in the most expedient way possible and without unreasonable delay, but no
more than seven calendar days after the discovery of the breach.

In the event of notification from a third-party contractor, the District will in turn notify the Chief
Privacy Officer of the breach or unauthorized release of student data or teacher or principal data no more
than ten calendar days after it receives the third-party contractor's notification using a form or format
prescribed by NYSED.

Investigation of Reports of Breach or Unauthorized Release by the Chief Privacy Officer

The Chief Privacy Officer is required to investigate reports of breaches or unauthorized releases
of student data or teacher or principal data by third-party contractors. As part of an investigation, the
Chief Privacy Officer may require that the parties submit documentation, provide testimony, and may
visit, examine, and/or inspect the third-party contractor's facilities and records.

Upon the belief that a breach or unauthorized release constitutes criminal conduct, the Chief
Privacy Officer is required to report the breach and unauthorized release to law enforcement in the most
expedient way possible and without unreasonable delay.

Third-party contractors are required to cooperate with the District and law enforcement to protect
the integrity of investigations into the breach or unauthorized release of PII.

Upon conclusion of an investigation, if the Chief Privacy Officer determines that a third-party
contractor has through its actions or omissions caused student data or teacher or principal data to be
breached or released to any person or entity not authorized by law to receive this data in violation of
applicable laws and regulations, District policy, and/or any binding contractual obligations, the Chief
Privacy Officer is required to notify the third-party contractor of the finding and give the third-party
contractor no more than 30 days to submit a written response.

(Continued)
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If after reviewing the third-party contractor's written response, the Chief Privacy Officer
determines the incident to be a violation of Education Law Section 2-d, the Chief Privacy Officer will
be authorized to:

a) Order the third-party contractor be precluded from accessing PIl from the affected
educational agency for a fixed period of up to five years;

b)  Order that a third-party contractor or assignee who knowingly or recklessly allowed for the
breach or unauthorized release of student data or teacher or principal data be precluded from
accessing student data or teacher or principal data from any educational agency in the state
for a fixed period of up to five years;

c)  Order that a third-party contractor who knowingly or recklessly allowed for the breach or
unauthorized release of student data or teacher or principal data will not be deemed a
responsible bidder or offeror on any contract with an educational agency that involves the
sharing of student data or teacher or principal data, as applicable for purposes of General
Municipal Law Section 103 or State Finance Law Section 163(10)(c), as applicable, for a
fixed period of up to five years; and/or

d)  Require the third-party contractor to provide additional training governing confidentiality of
student data and/or teacher or principal data to all its officers and employees with reasonable
access to this data and certify that the training has been performed at the contractor's expense.
This additional training is required to be performed immediately and include a review of
laws, rules, and regulations, including Education Law Section 2-d and its implementing
regulations.

If the Chief Privacy Officer determines that the breach or unauthorized release of student data or
teacher or principal data on the part of the third-party contractor or assignee was inadvertent and done
without intent, knowledge, recklessness, or gross negligence, the Chief Privacy Officer may make a
recommendation to the Commissioner that no penalty be issued to the third-party contractor.

The Commissioner would then make a final determination as to whether the breach or
unauthorized release was inadvertent and done without intent, knowledge, recklessness or gross
negligence and whether or not a penalty should be issued.

Notification of a Breach or Unauthorized Release
The District will notify affected parents, eligible students, teachers, and/or principals in the most
expedient way possible and without unreasonable delay, but no more than 60 calendar days after the

discovery of a breach or unauthorized release of Pl by the District or the receipt of a notification of a
breach or unauthorized release of PIl from a third-party contractor unless that notification would
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interfere with an ongoing investigation by law enforcement or cause further disclosure of PIl by
disclosing an unfixed security vulnerability. Where notification is delayed under these circumstances,
the District will notify parents, eligible students, teachers, and/or principals within seven calendar days
after the security vulnerability has been remedied or the risk of interference with the law enforcement
investigation ends.

Notifications will be clear, concise, use language that is plain and easy to understand, and to the
extent available, include:

a) A brief description of the breach or unauthorized release, the dates of the incident and the
date of discovery, if known;

b) A description of the types of Pl affected:;
c) Anestimate of the number of records affected,;
d) A brief description of the District's investigation or plan to investigate; and

e) Contact information for representatives who can assist parents or eligible students that have
additional questions.

Notification will be directly provided to the affected parent, eligible student, teacher, or principal
by first-class mail to their last known address, by email, or by telephone.

Where a breach or unauthorized release is attributed to a third-party contractor, the third-party
contractor is required to pay for or promptly reimburse the District for the full cost of this notification.

Annual Data Privacy and Security Training

The District will annually provide data privacy and security awareness training to its officers and
staff with access to PII. This training will include, but not be limited to, training on the applicable laws
and regulations that protect PIl and how staff can comply with these laws and regulations. The District
may deliver this training using online training tools. Additionally, this training may be included as part
of the training that the District already offers to its workforce.

Notification of Policy

The District will publish this policy on its website and provide notice of the policy to all its officers
and staff.

Education Law 8 2-d
8 NYCRR Part 121

First Reading: December 8, 2020
Second Reading: Waived
Adoption: January 12, 2021

Adoption of Amended: October 8, 2024
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SUBJECT: SCHOOL DISTRICT RECORDS

It is the policy of the Board of Education to inform members of the public about the
administration and operation of the public schools in accordance with the Freedom of
Information Law of the State of New York.

The Superintendent of Schools shall develop regulations ensuring compliance with the
Freedom of Information Law and setting forth the procedures to be followed to obtain access
to district records, and submit such regulations to the Board for approval. The
Superintendent shall designate, with Board approval, a Records Access and Records
Management Officer, pursuant to law.

Retention and Destruction of Records

The Board hereby adopts the Records Retention and Disposition Schedule LGS-1 issued
pursuant to Article 57-A of the Arts and Cultural Affairs Law, which contains the legal
minimum retention periods for district records. In accordance with Article 57-A, the
district will dispose of only those records described in the schedule after they have met the
minimum retention periods set forth in the schedule. The district will dispose of only those
records that do not have sufficient administrative, fiscal, legal or historical value to merit
retention beyond the established legal minimum periods.

The Superintendent will establish procedures in the event that the school district is served
with legal papers. The Superintendent will communicate with applicable parties, including
the school attorney and the records management official, to ensure that, when appropriate, a
litigation-hold is properly implemented. The litigation-hold is intended to prevent the
destruction or disposal of records that may need to be produced as part of discovery. It is the
intention of the Board of Education to comply with applicable rules and regulations regarding
the production of necessary documents, data, files, etc. The Board directs the Superintendent
to institute such procedures to implement this policy.

Ref: Public Officers Law 884 et seq. (Freedom of
Information Law) Education Law §2116
Arts and Cultural Affairs Law 8§57.11
Local Government Records Law, Article 57-A
Federal Rules of Civil Procedure, 16, 26
8 NYCRR Part 185 (Appendix I)

First Reading: January 8, 2008
Second Reading: February 12, 2008
Adopted: March 25, 2008

Adoption of Amended: October 8, 2024
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